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1 Introduction

The purpose of this specification is to define the conformance requirements for XDI.org-
Accredited I-Brokers and authorized resellers providing XRI authentication service using the
OpenlD Authentication 1.1 protocol [OpenID-Authn].

As discussed on the [OpenlD] website, OpenlID Authentication is a lightweight, decentralized,
HTTP-based protocol for proving control of a identifier. OpenID 1.0 was intended for use with
URLs. OpenlD Authentication 1.1, when used in conjunction with the Yadis discover protocol
Yadis] and appropriate client libraries, can support both URLs and XRIs. OpenlID Authentication
2.0 (currently in progress) will support both URLs and XRIs natively.

For more information on OpenlD, please see the [OpenlD] website and Wikipedia entry at
http://en.wikipedia.org/wiki/Openid.

1.1 Related Specifications

This specification has a dependency on the following specifications.

e The OASIS XRI Specifications specified by the OASIS XRI Technical Committee,
including XRI Syntax 2.0 [XRISyntax], XRI Resolution 2.0 [ XRIResolution], and XRI
Metadata 2.0 [ XRIMetadata]. These specifications govern the technical interoperability of
XRI identifiers and resolution protocols.

1.2 Terminology and Notation

1.2.1 Definitions

All terms used in this specification as First Letter Uppercase or as an all-uppercase abbreviation
are defined in Appendix A. This specification also includes by reference the XRI glossary as
specified in Appendix C of [XRISyntax] and the XDl.org Global Services Specifications
Definitions as specified in Appendix A of [XDl.orgGSS].

1.2.2 Keywords

The key words “MUST”,"MUST NOT”,"REQUIRED”,“SHALL",“SHALL NOT",“"SHOULD",“SHOULD
NOT",“RECOMMENDED”,“MAY”, and “OPTIONAL” in this document are to be interpreted as
described in [REC2119]. When these words are not capitalized in this document, they are meant
in their natural language sense.

1.2.3 ABNF Notation

All ABNF (Augmented Backus-Naur Form) in the GSS uses the notation defined in [REC2234].
Note that a number of standard ABNF productions, including the HEXDIG production, are also
defined in RFC 2234.

ABNF productions are in indented green text as shown below.

| example = this is an example production

1.2.4 Examples

Example XRIs or XML documents in this specification are in indented grey text as shown below.

xri://example.xri.authority/(+example.path)
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1.2.§ Variables

All items that appear inside squiggly brackets "{ }" are variables that do not include the squiggly
brackets.

1.2.6 XRIs and HXRIs

All XRIs used in this specification are shown in XRI-normal form as defined in [XRISyntax]. All
such XRlIs can be converted to the equivalent IRI-normal form or URI-normal form as defined in
XRISyntax]. In addition, all such XRIs may be expressed in an HTTP URI format (called an
HXRI) by prefixing the the URI-normal form of the XRI string (called the query XRI or QXRI) with
the address of the XDl.org XRI proxy resolver http://xri.net or any other valid XRI proxy
resolver address. Note that QXRIs SHOULD NOT use the prefix xri ://. Following are two
example HXRIs.

http://xri._.net/=example.person
http://xri.net/@example*xri*authority/(+example.path)
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17 2 OpenlD Authentication Service Endpoints

118 2.1 OpenlID Authentication Service Endpoint Metadata

119 | Table 1 defines the requirements for an OpenlD Authentication Service Endpoint conforming to
120 this specification. This information is also published on
121 | http://iss.xdi.org/moin.cgi/lserviceEndpointDefinitions, however Table 1 is authoritative.

Element Required/ | Element Value Attribute Value
Optional
ProviderID See note 1 | I-Number of OpenlD Authentication Service Provider N/A
Type Required http://openid.net/signon/1.0 select=""true"
Media Type | See note 2 | N/A N/A
Path See note 3 [ N/A N/A
URI Required — | URI to OpenlD Authentication service (see notes 4 append=""nhone"
see sec 2.2 | and 5)
122 Table 1: Requirements for a OpenID Authentication Service Endpoint conforming to this specification.
123 Notes:
124 1. XDl.org-Accredited |-Brokers and their authorized resellers are REQUIRED to have a
125 ProviderID in the form of a valid global or community i-number as defined in section 4.3.1
126 | of [XDL.orgGSS]. This value SHOULD be used as the ProviderID for a OpenID
127 Authentication Service Endpoint for which the XDl.org-Accredited I-Broker or authorized
128 reseller is the OpenID Authentication Service Provider. (It is anticipated that in future
129 versions of this specification, this ProviderID value will be REQUIRED for trust verification
130 purposes.) Other trust networks may set their own requirements for this element.
131 2. The Media Type element is only required if another Media Type element is also specified
132 for this endpoint; otherwise it is optional because the implied value of the match attribute
133 if no Media Type element is present is match=""default".
134 3. The Path element is optional. If a Path is specified, the path (+login) is
135 RECOMMENDED, and at least one Path element with the attribute value
136 | match="null" SHOULD be included so the OpenlD Authentication Service Endpointis __ - { Deleted: default
137 selected even if no path is provided.
138 4. Use of at least one HTTPS URI is REQUIRED for compliance with this specification. See
139 section 3.
140 5. For OpenlID Authentication Service Providers, the RECOMMENDED third-level DNS
141 hosting name for Authentication Service is authn, e.g. authn.example.com.

142 2.2 Use of the URI Append Attribute

143  OpenlD Authentication Service V1.1 does not use the URI append attribute because: a) most
144  OpenlD Authentication 1.1 client libraries use the raw value of the OpenlD Authentication Service
145 Endpoint URI element, and b) the OpenID Authentication V1.1 protocol passes the identifier

146 being authenticated in the HTTP(S) authentication request.

147 Future versions of this specification and the OpenlID Authentication specification MAY specify
148 usage of the URI append attribute.
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2.3 Examples

| Figure 1 is an example of a OpenID Authentication Service Endpoint that offers a single HTTPS
URI.

<Service>
<Type select="true">http://openid.net/signon/1.0</Type>
| <URI append="pone”>https://authn.example.com/</URI> - - { Deleted: gxri
</Service>

Figure 1: Example OpenlD Authentication Service Endpoint #1.

| Figure 2 is an example of a OpenlD Authentication Service Endpoint that offers both an HTTPS
and an HTTP URI. Each URI element includes a priority attribute.

<Service>
<Type select="true">http://openid.net/signon/1.0</Type>
| <URI append="pone™ priority="1"> - { Deleted: gxri
https://authn.example.com/
</URI>
I <URI append="yone” priority="2"> ___________________________ - ‘[ Deleted: gxri
http://authn.example.com/
</URI>
</Service>

Figure 2: Example OpenlD Authentication Service Endpoint #2.
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3 OpenlD Authentication Conformance
Requirements

| This specification defines an operational profile of [OpenID-Authn]. To be conformant with this
specification, an OpenlD Authentication Service Provider:

9.

1.
2.

MUST accept and process authentication requests as defined in [OpenlID-Authn].
MUST support both “smart” and “dumb” mode as defined in section 3.4 of [OpenID-
Authn].

MUST provision HTTPS URIs for OpenlD Authentication Service Endpoints; MUST make
them the highest priority URIs; and SHOULD perform OpenID authentication using
HTTPS whenever possible. See section 5 of [OpenID-Authn].

MUST accept authentication requests on any valid form of an XRI or HXRI, i.e., accept

(which should then be removed).

MUST accept authentication requests on any valid CanonicallD synonym for the original
XRI.

SHOULD NOT support Iframes or popups when accepting a login request. See section 5
of [OpenID-Authn].

MUST require user authentication as specified in section 4.

SHOULD provide a mechanism for server authentication for anti-phishing protection as
specified in section 5.

SHOULD provide a configuration interface as specified in section 6.

10. MUST provide a self-description interface for confirming activation as specified in section

7.
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4 User Authentication

OpenlD Authentication Service Providers MUST require a reasonably secure means of
authentication for Subscribers. This SHOULD include a password or other credential meeting the
OpenlD Authentication Service Provider's own security policy as defined in section 2.4.1.2 of the
| XDl.org Global Services Specification V1.0 [GSS]. It MAY include other reasonably secure
means of authentication offered by the OpenID Authentication Service Provider. Two-factor
authentication or other means of strong authentication (see
http://en.wikipedia.org/wiki/Strong_authentication) is RECOMMENDED.
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§ Server Authentication (Anti-Phishing
Protection)

Due to the extra sensitivity of OpenlID Authentication credentials, OpenlID Authentication Service
Providers SHOULD offer Subscribers one or more means of server authentication. This enables a
Subscriber to easily and/or automatically verify the identity of the Service Provider in order to
prevent phishing of the Subscriber’'s password or other credentials.

All of the following mechanisms are RECOMMENDED for server authentication.

5.1 Browser Plug-Ins

After proper configuration, a browser plug-in can automatically notify a Subscriber when an
OpenlD Authentication Service Provider’s login page has been authenticated using its SSL
certificate. Absence of this notification is a highly visible phishing tipoff. See the list of available i-
name security plugins at http://www.inames.net.

§.2 Personalized Login Pages

An OpenlID Authentication Service Provider may enable Subscribers to specify a personalized
text string or image that will be displayed on the login page when the Service Provider recognizes
a persistent cookie stored on the Subscriber’s browser. Although this provides a good server
authentication cue, this mechanism is limited to machines and browsers pre-configured by the
Subscriber.

§.3 Manual Navigation and Pre-Login

A third technique is for Subscribers to navigate directly to their OpenlD Authentication Service
Provider’s login page (by manually typing the URI or activating a local bookmark) and logging in
before attempting to login to any Relying Parties. This is particularly effective when the login
session will remain active during most or all of a Subscriber’s browser session, as the Subscriber
will not need to enter their authentication credentials again. If the login session expires, the
Subscriber can repeat the manual login process before navigating to the next Relying Party.

xri://@xdi.org/(+specification)/(+authn)*(+openid)*($v*1.0)*(+draft)*($v*2) 7 September 2006
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6 Configuration
The OpenlID Authentication Service Provider SHOULD provide a configuration interface that
enables a Subscriber to easily setup and manage OpenlD Authentication Service.

If a Web configuration interface is offered, the OpenID Authentication Service Provider MUST
allow the Subscriber to authenticate using one or more of the Subscriber’s Authentication Service
Endpoints, including their existing OpenID Authentication Service Endpoint or any other XDl.org
ISS Authentication Service Endpoint.

The configuration interface SHOULD at a minimum enable a Subscriber to:
e Enter and update a password or other authentication credential (see section 4).

e Understand how to manually navigate and safely login at the OpenID Authentication
Service Provider (see section 5.3).

The configuration interface MAY enable a Subscriber to:

e Configure secret questions/answers or other options for lost passwords.

e Control OpenlD Relying Party options (see [OpenID-Authn]).

e Obtain and configure a browser plug-in for server authentication (see section 5.1).

e Personalize a login page for server authentication (see section 5.2).

e Control the logging associated with processing OpenlD authentication requests.

e Control notifications associated with OpenlD password changes or login activity.
The configuration interface MAY include additional features and functions not specified here.
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7 Activation and Confirmation

Activation of a i-service may be independent of the provisioning of the service endpoint by an i-
broker, so existence of a service endpoint in an XRDS document does not necessarily mean that
the i-service is active. To enable other service providers and applications to confirm activation of
an i-service, a OpenlID Authentication Service Provider MUST support the following self-
description interface.

To indicate that a specified i-service is active on a service endpoint URI, an HTTP GET request to
the fully-constructed service endpoint URI (see section 8.4 of [XRIResolution]) with a Accept
header value of text/uri-list MUST return:

1. An HTTP status of 200 OK (or a 3xx redirect that ultimately results in a 200 OK).

2. Avalid, non-empty instance of a URI list [REC2483] containing the URI identifying the
service endpoint type as specified in Table 1. (Note that the URI list MAY also contain
additional URIs identifying other service types that are also active on this same endpoint.)

Any other response, including a 404 Not Found, a 406 Not Acceptable, an empty URI list,
or a URI list that does not include the URI identifying the specified service type, indicates the
specified service type is not active on the endpoint.
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8 Security and Privacy Considerations

The primary subject of this specification is security, so there are no addition considerations
beyond those already provided.

In OpenlD Authentication 1.1, a Subscriber shares their identifier directly with a Relying Party;
this may be a privacy consideration for some Subscribers relative to some Relying Parties.
OpenlD Authentication 2.0 will enable Subscribers to login using the identifier of their OpenID
Authentication Service Provider—see section 9.1.
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9 Future Work

9.1 OpenlID Authentication 2.0

OpenlD Authentication 2.0 is currently under development at [OpenID]. It adds several key
features to OpenID authentication, including full support for XRIs and anonymous login (the ability
to login using the XRI for a Subscriber's OpenlD Authentication Service Provider rather than the
Subscriber's own XRI). It is expected that this specification will be updated once OpenlD
Authentication 2.0 is released.

9.2 Strong Authentication

Distributed authentication protocols such as OpenID and SAML [ISS-Auth-SAML] allow many
Relying Parties to leverage a service provider's investment in strong authentication (see
http://en.wikipedia.org/wiki/Strong_authentication). It is anticipated that future versions of the
OpenlD Authentication specification and this specification will address how to request and
acknowledge the use of strong authentication.
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Appendix A. Glossary

In addition to the definitons provided below, the GSS also incorporates by reference the glossary
definitions in the XRI Specifications (Appendix C of [XRISyntax]) and the XDl.org Global
Services Specifications (Appendix A of [XDI.orgGSS]).

OpenlID Authentication
Service

The XRI identity service (i-service) defined in this specification—see
section 1.

OpenlD Authentication
Service Endpoint

An XRDS service endpoint containing the metadata defined in Table
1 of this specification.

OpenlD Authentication
Service Provider

Generally, the real-world provider of OpenlD Authentication Service to
a OpenlD Authentication Service Subscriber. Legally, an authorized
representative of the legal entity identified by the ProviderlID for the
OpenlD Authentication Service Endpoint. Note that in [OpenID-
Authn] this is referred to as the Identity Server, Identity Provider, or
I1dP.

OpenlID Authentication
Service Subscriber

The authority for an XRI that subscribes to OpenlD Authentication
Service for that XRI.

OpenID XRI

The XRI presented for authentication to an OpenlD Relying Party.

Relying Party

A website or application that makes OpenlD authentication requests
and consumes OpenlD authentication responses as defined in

OpenlD-Authn].

Subscriber

See OpenlD Authentication Service Subscriber.
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